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In Java, exceptions and errors belong to the parent class __
Response:

A. String

B. None of them
C. Error

D. Throwable

Answer: D

___isthrown when a thread is interrupted while sleeping or waiting.
Response:

A. Null Pointer Exception
B. Arithmetic Exception

C. Out Of Memory Error
D. Interrupted Exception

Answer: D

In which phase of SDLC should you use SAST?
Response:

A. Testing

B. Development
C. Design

D. Release

Answer: B




A successful application level attack may result into:
Response:

A. All of the these

B. Damages Reputation

C. Financial Loss

D. Disclosure of Business Information

Answer: A

Cost of Fixing vulnerabilities will be highest at which phase of SDLC?
Response:

A. testing

B. deployment
C. design

D. development

Answer: B

___may provide path to the attackers to perform injection attacks such as XSS attack, SQL injection
attack, etc,.

Response:

A. Insufficient Transport Layer Protection
B. Insecure Direct Object Reference

C. Improper Error Handling

D. Improper Input Validation

Answer: D

An application is said to be secure when it ensures __ of its restricted resources.
Response:

A. confidentiality, integrity and availability



B. confidentiality
C. confidentiality, integrity and authenticity
D. authenticity and availability

Answer: A

Most of the web applications are vulnerable due to insecure design of application at __ phase
Response:

A. development
B. maintenance
C. deployment
D. design

Answer: D

__ blocks must be used to clean up code such as releasinf resources, closing inpt 1/O streams and
deleting files
Response:

A. Finally
B. Try

C. Catch
D. Throw

Answer: A

What are the types of SAST?
Response:

A. None of them

B. Automated Source Code Analysis
C. Both of them

D. Manual Source Code Review



Answer: C




