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Question: 1 
   
When is the use of BIG-IQ required? 
(Select TWO) 
Response: 
 
A. Managing multiple F5 devices across different locations 
B. Handling a single device in a small office 
C. Providing centralized visibility for all security events 
D. Implementing a standalone firewall in a small network 
 

Answer: A,C     
 

Question: 2 
   
Which steps are essential to verify that F5 configurations are functioning as intended? 
(Select TWO) 
Response: 
 
A. Conducting regular penetration testing 
B. Ignoring regular updates and patches 
C. Disabling all security measures 
D. Performing vulnerability scans 
 

Answer: A,D     
 

Question: 3 
   
What is the primary goal of configuring F5 technology for network layer DOS protection? 
Response: 
 
A. To increase server bandwidth 
B. To allow unlimited incoming traffic 
C. To protect against DOS attacks 
D. To install new software 
 

Answer: C     
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Question: 4 
   
Which aspect of threat modeling provides insight into the methods attackers might use against an 
organization? 
Response: 
 
A. Attack vector analysis 
B. Employee background checks 
C. Financial audits 
D. Server load testing 
 

Answer: A     
 

Question: 5 
   
What should be included in the proposal for a new security control? 
(Select TWO) 
Response: 
 
A. Technical specifications 
B. Employee satisfaction surveys 
C. Cost analysis 
D. Competitor analysis 
 

Answer: A,C     
 

Question: 6 
   
The appropriate incident response plan can vary based on specific attack details, such as the type of 
attack and the data affected. 
Response: 
 
A. True 
B. False 
 

Answer: A     
 

Question: 7 
   
Which component is typically used to implement outbound SSL visibility? 
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Response: 
 
A. Intrusion detection system (IDS) 
B. Network firewall 
C. SSL decryption appliance 
D. Load balancer 
 

Answer: C     
 

Question: 8 
   
In troubleshooting F5 technology, what is a common step when dealing with performance issues? 
Response: 
 
A. Increasing server bandwidth 
B. Rebooting the entire network 
C. Disabling all security features 
D. Ignoring the issue 
 

Answer: A     
 

Question: 9 
   
Which F5 feature can be used to protect against SYN flood attacks? 
Response: 
 
A. SSL offloading 
B. Rate limiting 
C. IP Intelligence 
D. Traceroute analysis 
 

Answer: B     
 

Question: 10 
   
Scenario: Your organization has detected a ransomware attack. The response team is unsure of the best 
course of action. What should they prioritize? 
Response: 
 
A. Isolating infected systems to prevent the spread of ransomware. 
B. Paying the ransom immediately to regain access to data. 
C. Shutting down all systems to avoid further damage. 
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D. Ignoring the attack in hopes it resolves itself. 
 

Answer: A     
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