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Universal Containers (UC) wants to build a mobile application that will be making calls to the
Salesforce REST API. UC's Salesforce implementation relies heavily on custom objects and
custom Apex code. UC does not want its users to have to enter credentials every time they use
the app. Which two scope values should an Architect recommend to UC? Choose 2 answers.

A. Custom_permissions
B. Api

C. Refresh_token

D. Full

Answer: B C

Universal Containers (UC) is looking to purchase a third-party application as an Identity Provider.
UC is looking to develop a business case for the purchase in general and has enlisted an
Architect for advice. Which two capabilities of an Identity Provider should the Architect detail to
help strengthen the business case? Choose 2 answers

A. The Identity Provider can authenticate multiple applications.

B. The Identity Provider can authenticate multiple social media accounts.
C. The Identity provider can store credentials for multiple applications.
D. The Identity Provider can centralize enterprise password policy.

Answer: AD

Universal Containers (UC) has implemented a multi-org architecture in their company. Many
users have licences across multiple orgs, and they are complaining about remembering which
org and credentials are tied to which business process. Which two recommendations should the
Architect make to address the Complaints? Choose 2 answers
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A. Activate My Domain to Brand each org to the specific business use case.
B. Implement SP-Initiated Single Sign-on flows to allow deep linking.

C. Implement IdP-Initiated Single Sign-on flows to allow deep linking.

D. Implement Delegated Authentication from each org to the LDAP provider.

Answer: AB

Containers (UC) uses an internal system for recruiting and would like to have the candidates'
info available in the Salesforce automatically when they are selected. UC decides to use OAuth
to connect to Salesforce from the recruiting system and would like to do the authentication
using digital certificates. Which two OAuth flows should be considered to meet the
requirement? Choose 2 answers

A. JWT Bearer Token flow

B. Refresh Token flow

C. SAML Bearer Assertion flow
D. Web Service flow

Answer: AC

Universal Containers (UC) is building an authenticated Customer Community for its customers.
UC does not want customer credentials stored in Salesforce and is confident its customers
would be willing to use their social media credentials to authenticate to the community. Which
two actions should an Architect recommend UC to take?

A. Use Delegated Authentication to call the Twitter login API to authenticate users.
B. Configure an Authentication Provider for LinkedIn Social Media Accounts.

C. Create a Custom Apex Registration Handler to handle new and existing users.

D. Configure SSO Settings For Facebook to serve as a SAML Identity Provider.

Answer: B C
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How should an Architect force users to authenticate with Two-factor Authentication (2FA) for
Salesforce only when not connected to an internal company network?

A. Use Custom Login Flows with Apex to detect the user's IP address and prompt for 2FA if
needed.

B. Add the list of company's network IP addresses to the Login Range list under 2FA Setup.

C. Use an Apex Trigger on the UserLogin object to detect the user's IP address and prompt for
2FA if needed.

D. Apply the "Two-factor Authentication for User Interface Logins" permission and Login IP
Ranges for all Profiles.

Answer: A

What is one of the roles of an Identity Provider in a Single Sign-on setup using SAML?

A. Validate token
B. Create token

C. Consume token
D. Revoke token

Answer: B

Which two security risks can be mitigated by enabling Two-Factor Authentication (2FA) in
Salesforce? Choose 2 answers

A. Users leaving laptops unattended and not logging out of Salesforce.

B. Users accessing Salesforce from a public Wi-Fi access point.

C. Users choosing passwords that are the same as their Facebook password.
D. Users creating simple-to-guess password reset questions.

Answer: B C
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Universal Containers (UC) implemented SSO to a third-party system for their Salesforce users to
access the App Launcher. UC enabled “User Provisioning” on the Connected App so that changes
to user accounts can be synched between Salesforce and the third party system. However, UC
quickly notices that changes to user roles in Salesforce are not getting synched to the third-party
system. What is the most likely reason for this behaviour?

A. User Provisioning for Connected Apps does not support role sync.

B. Required operation(s) was not mapped in User Provisioning Settings.
C. The Approval queue for User Provisioning Requests is unmonitored.
D. Salesforce roles have more than three levels in the role hierarchy.

Answer: A

The CIO of universal containers(UC) wants to start taking advantage of the refresh token
capability for the UC applications that utilize Oauth 2.0. UC has listed an architect to analyze all
of the applications that use Oauth flows to. See where refresh Tokens can be applied. Which
two OAuth flows should the architect consider in their evaluation? Choose 2 answers

A. Web server

B. Jwt bearer token

C. User-Agent

D. Username-password

Answer: AC
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