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Which of the following are common use cases for IPsec VPN?
(Choose two)

A. Secure connection to cloud resources
B. Bypassing firewall policies

C. Encrypted site-to-site communication
D. Public FTP access

Answer: A,C

During which emergency response phase is evidence collection and log preservation typically
performed?

A. Preparation

B. Detection and Analysis
C. Containment

D. Post-Incident Recovery

Answer: B

Which Huawei firewall features enhance IPsec VPN reliability?
(Choose two)

A. DPD (Dead Peer Detection)
B. Uplink Load Balancing

C. Certificate Pinning

D. IPsec Policy Failover

Answer: A,D
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What is the main goal of the emergency response process in cybersecurity?

A. To improve NAT performance

B. To ensure high bandwidth usage

C. To detect, contain, and recover from security incidents
D. To optimize routing protocols

Answer: C

A company wants to establish secure communication between its branch offices over the Internet.
Which IPsec VPN mode is most appropriate for this site-to-site communication?

A.SSLVPN

B. GRE Tunnel

C. Transport Mode

D. IPsec Tunnel Mode

Answer: D

When configuring file filtering on a Huawei NGFW, which of the following parameters must be
specified?

A. DNS server

B. File type

C. IPsec proposal

D. Certificate authority

Answer: B

What are common causes of SSL VPN access failures on Huawei NGFW?
(Choose two)

A. Missing NAT policy

B. Invalid user authentication
C. Misconfigured certificate authorit
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D. Duplicate VPN IP pools

Answer: B,C

While troubleshooting an IPsec VPN, which log entries would indicate a Phase 2 negotiation failure?
(Choose two)

A. INVALID_ID_INFORMATION
B. NO_PROPOSAL_CHOSEN

C. HASH_FAILED

D. PROPOSAL_MISMATCH

Answer: B,D

Before enabling traffic flow between two VSYS instances, a must be configured to facilitate
inter-VSYS communication.

A. NAT address pool

B. Virtual link interface

C. Physical loopback interface
D. VLAN trunk

Answer: B

When configuring bandwidth management for web traffic, which of the following parameters is
essential to define the maximum allowed bandwidth?

A. DSCP tag

B. Source interface

C. CIR (Committed Information Rate)
D. Logging interval

Answer: C
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