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When creating user profiles for the administration of CloudSOC, which areas of control can you enable
or restrict?

Response:

A. CloudSOC Application access, Cloud Service Configuration, Information Level, Global Settings, and
Domain Control

B. Cloud Service Configuration, Information Level, Global Settings, and Domain Control

C. CloudSOC Application access, Configuration, Information Level, Global Settings, and Domain Control
D. CloudSOC Application access, Cloud Service Configuration, Global Settings, and Domain Control

Answer: A

What are the main problems that the Symantec (by Broadcom) CloudSOC solves?
Response:

A. Visibility, data security, data loss, and firewall

B. Compliance, LAN data transfers, data security, and data loss
C. Visibility, data security, threat protection, and compliance
D. Compliance, data loss, traffic congestion, identity theft

Answer: C

Which form factors does the CloudSOC Ul Audit tool present security verdicts of cloud applications for?
Response:

A. Traditional websites, Android applications, iOS applications, and Windows applications
B. Android applications, iOS applications, and Windows applications

C. Traditional websites, Android applications, and iOS applications

D. Traditional websites, Windows applications, and iOS applications

Answer: B
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Which two capabilities does the CloudSOC platform provide through its modules?
Response:

A. Database patching automation
B. Anomalous behavior detection
C. Visibility into file-sharing activity
D. Endpoint firewall management

Answer: B,C

What roles may be allocated to CloudSOC administrators?
Response:

A. System Administrator, Security Contact, End User, Data Protection Office (DPO)

B. System Administrator, Administrator, Security Contact, End User, Data Protection Office (DPO)
C. System Administrator, Administrator, End User, Data Protection Office (DPO)

D. System Administrator, Administrator, Security Contact, Data Protection Office (DPO)

Answer: B

You are a CloudSOC admin and discover that users are uploading sensitive HR documents to a non-
approved app like “SendMyDocs.” What should be your first action using CloudSOC?
Response:

A. Block all HR employees from using any cloud app

B. Change their passwords remotely

C. Review Audit module data and set up a policy in the Detect module
D. Uninstall SendMyDocs from their personal laptops

Answer: C
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Which two policy types should an administrator use to protect against the spread of malware through
cloud applications?

(Select two)

Response:

A. Data Transfer via Gatelets

B. Access Monitoring via Securlets
C. Data Exposure via Securlets

D. Access Enforcement via Gatelets
E. File Sharing via Gatelets

Answer: A,C

How does CloudSOC gather visibility into unsanctioned app usage?
Response:

A. Through direct device agent scanning
B. By running endpoint vulnerability scans
C. By analyzing proxy and firewall logs

D. Via DNS record monitoring

Answer: C

What activity does the CASB Gateway of the Symantec (by Broadcom) CloudSOC monitor?
Response:

A. Basic Shadow IT

B. Configuration changes
C. Data at rest

D. Data in motion

Answer: D

Which three components are used by CloudSOC to evaluate cloud application risk posture?
Response:
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A. 1SO 27001 certification

B. User interface design score

C. SSL encryption enforcement

D. Data residency and privacy controls
E. Public customer support ratings

Answer: A,C,D
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