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Question: 1 
   
Image assessment findings will not be enforced unless the associated _____ is properly configured and 
deployed in the Kubernetes environment. 
Response: 
 
A. audit trail 
B. runtime sensor policy 
C. admission controller 
D. image trust tag 
 

Answer: CC     
 

Question: 2 
   
A containerized workload that spawns a background shell process outside of its original image 
configuration is considered a _____ event. 
Response: 
 
A. validation 
B. benchmark 
C. drift 
D. kill-chain 
 

Answer: C     
 

Question: 3 
   
What is the function of cloud groups in CrowdStrike Falcon Cloud Security? 
Response: 
 
A. To define workload scaling thresholds 
B. To automate image scanning on a schedule 
C. To logically organize cloud accounts and assign responsibility 
D. To configure Kubernetes runtime profiles 
 

Answer: C     
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Question: 4 
   
What can cause image assessment findings to be suppressed in the console? 
(Choose two) 
Response: 
 
A. CSPM module not licensed 
B. Image exclusions match repository patterns 
C. Dockerfiles contain Falcon agent references 
D. Image scan is scoped to a different registry 
 

Answer: B,D     
 

Question: 5 
   
Which type of activity would be flagged as suspicious during IAM user account audits? 
Response: 
 
A. Periodic role revalidation 
B. MFA enforcement 
C. Privilege escalation via API call 
D. Login from a whitelisted IP 
 

Answer: C     
 

Question: 6 
   
What does an image assessment report in Falcon primarily evaluate? 
Response: 
 
A. Container network policies 
B. Application CPU utilization 
C. Malware, CVEs, secrets, and misconfigurations 
D. Kubernetes node performance 
 

Answer: C     
 

Question: 7 
   
Which two findings would indicate risky IAM practices? 
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(Choose two) 
Response: 
 
A. MFA disabled on admin accounts 
B. IAM user created within last 24 hours 
C. Inline policy with full access to all resources 
D. Use of multiple availability zones 
 

Answer: A,C     
 

Question: 8 
   
If a newly registered Azure subscription is not returning data, verify that the CrowdStrike app 
registration has _____ roles assigned. 
Response: 
 
A. Storage Blob Data Reader 
B. Reader and Contributor 
C. Kubernetes Admin 
D. Network Policy Operator 
 

Answer: B     
 

Question: 9 
   
What capability does the Kubernetes Admission Controller provide within CrowdStrike Falcon Cloud 
Security? 
Response: 
 
A. Schedules container scans 
B. Blocks or allows container deployments based on policy 
C. Encrypts data in motion 
D. Monitors IAM user behavior 
 

Answer: B     
 

Question: 10 
   
Which two challenges are addressed by Kubernetes admission controller policies? 
(Choose two) 
Response: 
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A. Automatic data masking 
B. Enforcing image assessment before deployment 
C. Preventing drift detection 
D. Blocking insecure workloads at runtime 
 

Answer: B,D     
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