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Question: 1 
   
Which of the following best describes the function of TAXII in threat intelligence sharing? 
Response: 
 
A. It encrypts payloads using proprietary algorithms 
B. It transforms threat indicators into graphical reports 
C. It defines a transport protocol for exchanging STIX data 
D. It scans internal file systems for malware 
 

Answer: C     
 

Question: 2 
   
What are two ways to mitigate the impact of known intelligence gaps? 
(Choose two) 
Response: 
 
A. Apply confidence levels to findings 
B. Remove all related indicators 
C. Annotate reports with assumptions 
D. Ignore and defer analysis 
 

Answer: A,C     
 

Question: 3 
   
Which of the following regulations enforces data privacy and processing rules in the UK and EU? 
Response: 
 
A. Data Minimization Directive 
B. Network and Information Systems Regulations 
C. General Data Protection Regulation (GDPR) 
D. UK Freedom of Press Act 
 

Answer: C     
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Question: 4 
   
Why should OPSEC be maintained during online collection from adversary-controlled forums? 
Response: 
 
A. To test web application firewalls 
B. To maximize open engagement with threat actors 
C. To prevent exposing the analyst’s identity or organization 
D. To increase threat visibility through public search 
 

Answer: C     
 

Question: 5 
   
Which two groups are typically consulted when drafting a ToR for a cyber intelligence engagement? 
(Choose two) 
Response: 
 
A. Legal or compliance teams 
B. Intelligence consumers (e.g., SOC, CISO) 
C. Payroll department 
D. Customer service desk 
 

Answer: A,B     
 

Question: 6 
   
Who is primarily responsible for approving the Terms of Reference in a threat intelligence engagement? 
Response: 
 
A. External threat actor profiling team 
B. IT help desk manager 
C. Project sponsor or client-side stakeholder 
D. SOC analyst 
 

Answer: C     
 

Question: 7 
   
In the Cyber Kill Chain, what phase typically follows initial delivery? 
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Response: 
 
A. Reconnaissance 
B. Exploitation 
C. Actions on Objectives 
D. Installation 
 

Answer: B     
 

Question: 8 
   
To maintain OPSEC, threat intelligence analysts should avoid using __________ when accessing 
adversary forums. 
Response: 
 
A. sandbox browsers 
B. virtual machines 
C. corporate IP addresses 
D. burner credentials 
 

Answer: C     
 

Question: 9 
   
Under UK law, which legislation governs the interception and collection of communications data? 
Response: 
 
A. Computer Misuse Act 1990 
B. GDPR 
C. Investigatory Powers Act 2016 
D. Freedom of Information Act 2000 
 

Answer: C     
 

Question: 10 
   
What is the primary purpose of a Terms of Reference (ToR) document in a threat intelligence 
engagement? 
Response: 
 
A. To list the organizational policies and procedures 
B. To define scope, objectives, and responsibilities of the engagement 
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C. To summarize the technical controls in place 
D. To outline budget constraints only 
 

Answer: B     
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