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Question: 1

What are two endpoint security implementation methods? (Choose two.)

A. Installing an anti-malware agent onto a user device

B. Deploying a firewall to prevent traffic from reaching an end user

C. Enforcing security policies on north-south traffic between users and the internet
D. Downloading software onto a laptop to prevent spyware

Answer: A,D

Which tool resides on a host to identify malicious activity?

A. Instruction Detection System (IDS)
B. Unified threat detection device

C. Endpoint protection agent

D. Next-generation firewall appliance

Answer: C

Which type of device does a Host-Based Intrusion Detection System (HIDS) monitor?

A. Appliance
B. Computer
C. Switch
D. Router

Answer: B

Question: 4

What is the primary goal of the Weaponization and Delivery stage in the cyber attack lifecycle?
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A. Developing and testing malware for bypassing defenses
B. Ensuring compliance with Security policies

C. Distributing compromised hardware to targets

D. Creating a malicious payload by using vulnerabilities

Answer: D

What is a cluster in relation to cloud-native security?

A. Portable and self-sufficient unit that packages an application with its dependencies

B. Set of system rules written in a particular programming language

C. Collection of nodes (bare-metal or virtualized machines) that will host application pods
D. Distributed collection of servers that hosts software and is accessible over the internet

Answer: C

Question: 6

What is the purpose of the IKE protocol?

A. To manage IP addresses and assign them to devices
B. To authenticate users accessing a wireless network

C. To establish authenticated communication channels
D. To translate domain names into IP addresses

Answer: C

Question: 7

Which component is secured by the cloud provider in a shared responsibility model?

A. On-premises connectivity to hosts
B. Virtual machine (VM)
C. Website authentication

D. Host server

Answer: D
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Question: 8

Which layer exists in the OSI model but not in the TCP/IP model?

A. Network

B. Application
C. Transport

D. Presentation

Answer: D

Question: 9

Which type of network is associated with large geographic areas?

A.SAN
B. PAN
C. LAN
D. WAN

Answer: D

What are two internet of things (IoT) devices? (Choose two.)

A. Laptop

B. Router

C. Security camera

D. Patient imaging machine

Answer: C,D
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