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What kind of information can a WHOIS lookup provide during reconnaissance?
Response:

A. Server operating system
B. Domain owner details
C. Open ports

D. Website technologies

Answer: B

Which database system is most commonly used in WordPress installations?
Response:

A. Microsoft SQL Server
B. PostgreSQL

C. MysQL

D. Oracle

Answer: C

What port does the Secure Shell (SSH) protocol use by default?
Response:

A.21
B. 443
C. 22
D. 110

Answer: C
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Which defenses are recommended against SQL Injection?
Response:

A. Base64 encoding

B. Using hidden fields in forms
C. Input sanitization

D. Prepared statements

Answer: C,D

Which of the following are commonly used web application reconnaissance tools?
Response:

A. Dirb

B. gobuster
C. Hydra

D. Ncat

Answer: A,B

Which tools can be used for mail injection testing?
Response:

A. smtp-user-enum
B. swaks

C. msfvenom

D. sqlmap

Answer: A,B

The default port for MySQL is
Response:

A. 3306
B. 5432
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C.1521
D. 1433

Answer: A

A secure alternative to FTP for file transfer over SSH is called
Response:

A. SFTP
B. FTPS
C. TFTP
D. SCP

Answer: A

What is the primary purpose of OS fingerprinting in a penetration test?
Response:

A. To identify open ports on a system

B. To bypass firewall rules

C. To determine the target system's operating system
D. To check for service vulnerabilities

Answer: C

What type of encryption does IPsec use for confidentiality?
Response:

A.RSA
B. DES
C. AES
D. MD5

Answer: C
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