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What is the purpose of the Periodic Statistics Report in Avaya SBC?
Response:

A. To provide historical data on call performance and system health
B. To create new SIP trunk configurations

C. To generate encryption keys for secure communication

D. To automatically resolve SIP routing issues

Answer: A

What is the primary purpose of configuring Media Anchoring in Avaya SBC?
Response:

A. To centralize media traffic through the SBC for security and monitoring
B. To balance network load across multiple SIP trunks

C. To prioritize SIP signaling traffic over media traffic

D. To encrypt all SIP messages

Answer: A

What command can be used in Avaya SBC CLI to display active SIP calls?
Response:

A. show active-calls

B. list sip-sessions

C. show sip-trace

D. monitor media-traffic

Answer: A
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What is the primary function of a Certificate Authority (CA) in Avaya SBC security?
Response:

A. To issue and validate digital security certificates
B. To encrypt all SIP messages

C. To assign IP addresses dynamically

D. To configure SIP call routing

Answer: A

What should be checked if inbound SIP calls fail while outbound calls are successful?
Response:

A. Domain Policy Rules and SIP Trunk Routing
B. Firewall Rules Only

C. TLS Certificate Expiration

D. DNS Server Configuration

Answer: A

What is the function of a CRL (Certificate Revocation List) in Avaya SBC?
Response:

A. To list invalid or revoked security certificates

B. To generate new SIP authentication credentials
C. To store SIP routing information

D. To compress SIP messages for faster transmission

Answer: A

How can administrators identify excessive SIP message retransmissions in Avaya SBC?
Response:

A. By reviewing the SIP Error Report
B. By disabling TLS security
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C. By increasing the maximum session limit
D. By modifying authentication policies

Answer: A

Why is it important to use mutual TLS (mTLS) in Avaya SBC deployments?
Response:

A. To authenticate both SIP clients and servers
B. To increase call setup latency

C. To disable NAT traversal

D. To prevent internal call routing

Answer: A

How does Avaya SBC help in mitigating DoS (Denial-of-Service) attacks?
Response:

A. By dynamically blocking excessive SIP requests
B. By encrypting all VolP traffic

C. By shutting down inactive SIP trunks

D. By forcing all traffic to pass through a VPN

Answer: A
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