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What is the job of the Inspection Services?
Response:

A. It defines how the traffic is to be inspected
B. It allows SSL/TLS flows to be logged

C. It defines what traffic is to be inspected

D. It tracks flows that have been proxied

Answer: A

Refer to the exhibit.

What action will take place for traffic on the wire, if a failure takes place?
Response:

A. Traffic will Fail, dropping completely not be inspected by the security device

B. Traffic will Fail-to-Appliance and continue to pass not decrypted but still inspected

C. Traffic will not Fail at all, continue to be decrypted and inspected by the security device
D. Traffic will Fail-to-Network and continue to pass not decrypted and uninspected

Answer: D

What is the minimal number of copy ports that must be used to send directional (from side A or side B)
traffic from the network ports to the copy port(s)?
Response:

A. Only One
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B. Two or more
C. Two or Four
D. All Four

Answer: B

Which two (2) pieces of information are contained in the server’s response to the client’s request, when
an SSL/TLS session is initiated?

(Select two)

Response:

A. Server certificate
B. Server public key
C. Server private key
D. Client public key
E. Client private key

Answer: A,B

Why have the versions of SSL and TLS changed over time?
Response:

A. To identify new certificate authorities

B. To implement better security measures

C. To add more hosts to the encryption policy
D. To enforce data integrity

Answer: B

Which is a grouping of interfaces that receives a network feed and enforces policy?
Response:

A. Ruleset

B. Policy list

C. Segment

D. Aggregation port
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Answer: C

How are the management ports paired on failure, for appliances with more than one management
interface?
Response:

A. Management port 1 is port paired with management port 2
B. Management port 1 is paired with network port 1 and so on
C. Management ports are not paired, only network ports are
D. Management port 1 is paired with the last network port

Answer: C

What does the term “fail-to-appliance” refer to?
Response:

A. It means that network traffic is sent to the SSLV appliance on physical failure
B. It means that management traffic is sent to the redundant appliance on failure
C. It means that traffic is no longer sent to the active security appliance on failure
D. It means that network traffic is sent to the active security appliance on failure

Answer: D

Which connectivity mode sends SSL traffic to the inspecting device and the inspecting device returnsit to
the SSLV after processing?
Response:

A. Active-Inline
B. Passive-Inline
C. Active-tap

D. Passive-tap

Answer: A
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Why would the first policy push, to the SSLV from the Management Center, present a warning message?
Response:

A. The existing policy is about to be overwritten
B. To warn the administrator of a policy change
C. The appliance contains the wrong device ID

D. The policy is going to the wrong type of device

Answer: A
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