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An OSINT analyst finds a leaked password database online.
What should they do before using the information?

A. Verify the source's credibility

B. Attempt to log into the affected accounts

C. Report it directly to the company’s employees
D. Sell the information on a dark web forum

Answer: A

What OSINT tools can help gather IP addresses and domain information? (Choose two)

A. Shodan

B. Maltego

C. John the Ripper
D. Wireshark

Answer: A,B

What security issues can be identified using DNS enumeration? (Choose two)

A. Leaked subdomains and hidden services
B. Misconfigured SPF/DKIM records

C. Physical network access points

D. Firewall misconfigurations

Answer: A,B

Question: 4

What are the benefits of using Google Advanced Search Operators? (Choose two)
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A. Helps refine OSINT searches for precise results

B. Bypasses website authentication pages

C. Helps locate publicly exposed files through advanced queries
D. Improves indexing of personal content on Google

Answer: A,C

What security precautions should an OSINT analyst take when using search engines? (Choose two)

A. Use private search engines like DuckDuckGo

B. Regularly clear cookies and browsing history

C. Disable all security features to avoid detection

D. Use social media accounts with real personal information

Answer: A,B

Question: 6

Which methods help OSINT analysts avoid detection while conducting investigations? (Choose two)

A. Using a VPN and anonymized browser

B. Accessing sites only during business hours

C. Using burner email accounts

D. Performing all searches from their personal IP address

Answer: A,C

Question: 7

Scenario: You are investigating an anonymous Twitter user spreading misinformation.
What OSINT techniques should you use?

A. Reverse image search on profile pictures

B. Submit a legal request to Twitter for user data
C. Use phishing emails to gather details

D. Hack into the user’s account

Answer: A
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Question: 8

When using OSINT tools, why is it important to use a VPN or anonymization service?

A. To encrypt communications and hide your real IP address
B. To gain unauthorized access to secured systems

C. To increase the speed of internet searches

D. To manipulate search engine results

Answer: A

Question: 9

Which OSINT methods can help track a target’s digital footprint? (Choose two)

A. Monitoring social media activity

B. Scanning internal corporate databases

C. Extracting metadata from shared documents
D. Intercepting private emails

Answer: A,C

How can metadata analysis be useful in OSINT investigations of a business?

A. It can reveal hidden details about documents and images
B. It can decrypt encrypted files

C. It can provide direct access to financial statements

D. It can create fake business profiles

Answer: A
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