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Question: 1 
   
Which integration technologies are commonly used in smart home IoT environments? 
(Select two) 
Response: 
 
A. Zigbee 
B. LoRaWAN 
C. Bluetooth Low Energy (BLE) 
D. LTE-M 
 

Answer: A,C     
 

Question: 2 
   
When developing an IoT integration solution, which data format is most commonly used for transmitting 
data between devices and cloud platforms? 
Response: 
 
A. XML 
B. JSON 
C. CSV 
D. Binary 
 

Answer: B     
 

Question: 3 
   
In developing IoT integration solutions, which security measure is critical for protecting data transmitted 
over wireless networks? 
Response: 
 
A. Implementing hardware encryption only 
B. Using strong data encryption protocols such as AES 
C. Reducing the frequency of data transmission 
D. Disabling device authentication 
 

Answer: B     
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Question: 4 
   
What is the main benefit of testing IoT devices in a real-world environment before final 
implementation? 
Response: 
 
A. Reducing development costs 
B. Validating device performance and network connectivity 
C. Avoiding cloud service integration 
D. Enhancing device aesthetics 
 

Answer: B     
 

Question: 5 
   
Which wireless IoT technology is known for its high power efficiency and ability to connect devices over 
a large area using licensed spectrum? 
Response: 
 
A. Sigfox 
B. LoRaWAN 
C. NB-IoT 
D. Wi-Fi 
 

Answer: C     
 

Question: 6 
   
What are the benefits of conducting a stakeholder analysis during the requirements phase of an IoT 
project? 
(Select two) 
Response: 
 
A. Understanding the needs and expectations of stakeholders 
B. Identifying hardware vendors for the project 
C. Prioritizing conflicting requirements from different stakeholders 
D. Selecting network protocols 
 

Answer: A,C     
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Question: 7 
   
In an IoT integration solution, what is a primary advantage of using cloud-based management for 
maintaining IoT devices? 
Response: 
 
A. Higher processing power for IoT devices 
B. Centralized control and easy scalability of device management 
C. Lower bandwidth usage 
D. Enhanced device mobility 
 

Answer: B     
 

Question: 8 
   
During requirements analysis, which of the following should be prioritized to ensure scalability in IoT 
solutions? 
Response: 
 
A. Selection of high-cost hardware 
B. Clear documentation of network protocols 
C. Modular and flexible system design 
D. Use of proprietary communication standards 
 

Answer: C     
 

Question: 9 
   
When implementing an IoT solution, what is a common method for optimizing network performance 
and reducing latency? 
Response: 
 
A. Using smaller packet sizes for data transmission 
B. Increasing the number of devices connected to the network 
C. Implementing edge computing 
D. Disabling encryption protocols 
 

Answer: C     
 

Question: 10 
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According to IEEE 29148:2018, what technique is commonly used to ensure that each requirement is 
testable? 
Response: 
 
A. Risk-based analysis 
B. Gap analysis 
C. Verification and validation criteria 
D. Stakeholder analysis 
 

Answer: C     
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