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HTML stands for
Response:

A. Hyper Trainer Marking Language
B. High Text Markup Language

C. Hyper Text Markup Language

D. Hyper Tool Markup Language

Answer: C

is a technology that allows computers to communicate over the internet using IP addresses.
Response:

A. HTTP
B. SSL

C. FTP

D. TCP/IP

Answer: D

Identify the commands that are used to find files within a directory hierarchy.
(Choose 2)
Response:

A. grep
B. find
C. locate
D. echo

Answer: B,C
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What are the key features of the Windows NT architecture?
(Choose Two)
Response:

A. Microkernel design

B. Hybrid kernel

C. Monolithic kernel

D. User mode and kernel mode separation

Answer: B,D

During which stage of incident response would artifact collection primarily occur?

Response:

A. Identification
B. Containment
C. Eradication

D. Preservation

Answer: B

A is responsible for handling the request and response cycle on the web.

Response:
A. web client
B. web server

C. web host
D. web system

What are typical components of Linux architecture?

Answer: B
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(Choose 3)
Response:

A. Kernel

B. Shell

C. Desktop environment
D. Device manager

E. File system

Answer: A,B,E

In the context of post-exploitation, what is 'persistence'?
Response:

A. The act of maintaining access to a compromised system across reboots.
B. The ability to resist security measures.

C. The process of escalating privileges.

D. The method of covering tracks.

Answer: A

Which of the following are essential components of a layered security strategy?
(Choose 3)
Response:

A. Physical security

B. Network monitoring

C. User training

D. Annual audits

E. Application whitelisting

Answer: A,B,C

Which of the following are stages of a cyber attack?
(Choose 3)
Response:
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A. Reconnaissance
B. Installation

C. Interruption

D. Exploitation

E. Documentation

Answer: A,B,D
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