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What is the key difference between Infrastructure as Code (laC) and traditional infrastructure
management?

A. laC eliminates the need for security in deployments

B. laC automates the provisioning and management of infrastructure through code
C. laC requires manual updates for every change

D. laC increases infrastructure management complexity

Answer: B

In what way does DevSecOps increase developer efficiency?

A. Increases the time for rebuilds

B. Results in secure code but inefficient workflow

C. Removes duplicate reviews and unnecessary rebuilds
D. Adds duplicate reviews and necessary rebuilds

Answer: C

A company is looking for a deployment model that allows them to test new features on a small group of
users before full deployment. Which model should they use?

A. Blue/Green deployment
B. Canary deployment

C. Rolling deployment

D. Waterfall deployment

Answer: B
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Which two phases of the software development lifecycle does DevSecOps automate with the integration
of security?

A. Development
B. Review

C. Deployment
D. Production

E. Reliability

Answer: A,C

Which IBM Cloud plug-in analyzes vulnerability and compliance?

A. Compliance Risk Analyzer

B. Vulnerabilities and Compliance Analyzer
C. Compliance Advisor

D. Code Risk Analyzer

Answer: D

Which IBM tools are commonly used for event management in a DevSecOps pipeline?
(Choose two)

A. IBM Cloud Pak for Watson AlOps
B. IBM Cloud Monitoring

C. Ansible

D. GitHub

Answer: A,B

Integrating DevSecOps into all stages of the development release cycle results in which of the following?

A. Quickly identify common vulnerabilities and exposures (CVE)

B. Decreases the ability to manage newly identified security vulnerabilities
C. Manages the threat window to exploit vulnerabilities

D. Separates vulnerability scanning and patching
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Answer: A

What is the primary purpose of a delivery pipeline in DevSecOps?

A. To automate the deployment process
B. To provide manual testing interfaces
C. To monitor real-time user activities
D. To manage team communications

Answer: A

What fundamental change does DevSecOps bring to traditional security practices?

A. DevSecOps shifts security responsibilities solely to security teams

B. It integrates security considerations into every phase of the software development and deployment
process

C. It reduces the frequency of security assessments to streamline development
D. It promotes fully automated security practices without human oversight

Answer: B

Vulnerability Advisor uses which service to monitor vulnerabilities in IBM Cloud?

A. Portieris

B. Container Registry

C. Code Risk Analyzer

D. Security and Compliance Center

Answer: D
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