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How do you control which cloud resources will be scanned by IBM Cloud Security and Compliance
Center?
Response:

A. Create a Scope, which contains the list of resources to be scanned

B. All resources within an account will be automatically scanned

C. Enable the Compliance_Monitoring configuration flag on the services that should be scanned

D. Turning compliance monitoring on for a VPC will start compliance scanning for every resource in a
VPC

Answer: A

Which solution architecture component of IBM Cloud for Financial Services for VMware Regulated
Workloads is part of the minimal viable product?
Response:

A. vSAN storage and networking with NSX-T Enterprise

B. More than one workload cluster with one ESXi host

C. A management cluster with six or more bare metal servers
D. Four physical firewall appliances

Answer: A

Which two need to be specified when scheduling an IBM Cloud Security and Compliance Center
validation scan?
Response:

A. Scope

B. Profile

C. Operator email address
D. Resource group

E. Virtual Private Cloud
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Answer: A,B

What are two data classification categories International Organization for Standardization (I1SO)
recognizes for companies to use to mange and protect their information assets?
Response:

A. Proprietary

B. Client Confidential Data
C. Ordinal Data

D. Encrypted Data

E. MIME data

Answer: A,B

What is the value of standard controls in the IBM Cloud for Financial Services?
Response:

A. Provides documentation to configure services and enables delivery against regulatory imperatives as
defined by the customer

B. Guarantees delivery against regulatory imperatives through a use case specific set of embedded
controls and prescribes the services required to operate the cloud in a compliant way

C. Improves efficiency and time to market with reduced risk, enabling delivery against regulatory
imperatives through a consistent set of embedded controls as defined in the IBM Cloud Framework for
Financial Services

D. Improves performance efficiency and provides specific direction to configure services

Answer: C

Which IBM Cloud service should be used to encrypt Block Storage for VPC volumes for Financial Service
workloads?
Response:

A. IBM Hyper Protect Crypto Services
B. IBM Key Protect

C. IBM Security and Compliance Center
D. IBM Secrets Manager
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Answer: A

What should be used on IBM Cloud to monitor and investigate activity across IBM Cloud account
resources to comply with regulatory audit requirements?
Response:

A. Activity Tracker

B. IBM Cloud Log Analysis

C. IBM Cloud Monitoring

D. IBM Cloud Security and Compliance Center

Answer: A

From IBM’s point of view, which of the following are key technology strategies driving transformation in
the banking and financial markets industry?
Response:

A. Accelerate the Journey to Cloud and movement to a cloud native model

B. Remove technical barriers to cloud adoption and accelerate Journey to Cloud
C. Embed risk management and movement to a cloud native mode

D. Embed risk management and compliance and security by design

Answer: D

What should be considered when assessing the benefits of moving an application workload to the
cloud?
Response:

A. Reduced effort to manage the compute infrastructure

B. Ability to use noSQL databases

C. Integration with loT devices

D. Networking costs between the cloud and on-premise hosting

Answer: A
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