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You want to evaluate GCP for PCI compliance. You need to identify Google’s inherent controls. Which
document should you review to find the information?

A. Google Cloud Platform: Customer Responsibility Matrix

B. PCI DSS Requirements and Security Assessment Procedures
C. PCI SSC Cloud Computing Guidelines

D. Product documentation for Compute Engine

Answer: C

In a shared security responsibility model for laaS, which two layers of the stack does the customer share
responsibility for? (Choose two.)

A. Hardware

B. Network Security
C. Storage Encryption
D. Access Policies

E. Boot

Answer: C,D

While migrating your organization’s infrastructure to GCP, a large number of users will need to access
GCP Console. The Identity Management team already has a well-established way to manage your users
and want to keep using your existing Active Directory or LDAP server along with the existing SSO
password. What should you do?

A. Manually synchronize the data in Google domain with your existing Active Directory or LDAP server.
B. Use Google Cloud Directory Sync to synchronize the data in Google domain with your existing Active
Directory or LDAP server.

C. Users sign in directly to the GCP Console using the credentials from your on-premises
Kerberoscompliant identity provider.

D. Users sign in using OpenlD (OIDC) compatible IdP, receive an authentication token, then use that
token to log in to the GCP Console.
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Answer: B

You are the security admin of your company. You have 3,000 objects in your Cloud Storage bucket. You
do not want to manage access to each object individually. You also do not want the uploader of an
object to always have full control of the object. However, you want to use Cloud Audit Logs to manage
access to your bucket.

What should you do?

A. Set up an ACL with OWNER permission to a scope of allUsers.
B. Set up an ACL with READER permission to a scope of allUsers.
C. Set up a default bucket ACL and manage access for users using IAM.

D. Set up Uniform bucket-level access on the Cloud Storage bucket and manage access for users using
IAM.

Answer: A

You are the Security Admin in your company. You want to synchronize all security groups that have an
email address from your LDAP directory in Cloud IAM.

A. Configure Google Cloud Directory Sync to sync security groups using LDAP search rules that have
“user email address” as the attribute to facilitate one-way sync.

B. Configure Google Cloud Directory Sync to sync security groups using LDAP search rules that have
“user email address” as the attribute to facilitate bidirectional sync.

C. Use a management tool to sync the subset based on the email address attribute

D. Create a group in the Google domai

E. A group created in a Google domain will automatically have an explicit Google Cloud Identity and
Access Management (IAM) role.

F. Use a management tool to sync the subset based on group object class attribut

G. Create a group in the Google domai

H. A group created in a Google domain will automatically have an explicit Google Cloud Identity and
Access Management (IAM) role.

Answer: C
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Your company is using GSuite and has developed an application meant for internal usage on Google App
Engine. You need to make sure that an external user cannot gain access to the application even when an
employee’s password has been compromised. What should you do?

A. Enforce 2-factor authentication in GSuite for all users.

B. Configure Cloud Identity-Aware Proxy for the App Engine Application.
C. Provision user passwords using GSuite Password Sync.

D. Configure Cloud VPN between your private network and GCP.

Answer: D

Your team sets up a Shared VPC Network where project co-vpc-prod is the host project. Your team has
configured the firewall rules, subnets, and VPN gateway

on the host project. They need to enable Engineering Group A to attach a Compute Engine instance to
only the 10.1.1.0/24 subnet. What should your team grant to Engineering Group A to meet this
requirement?

A. Compute Network User Role at the host project level.

B. Compute Network User Role at the subnet level.

C. Compute Shared VPC Admin Role at the host project level.

D. Compute Shared VPC Admin Role at the service project level.

Answer: C

Which two implied firewall rules are defined on a VPC network? (Choose two.)

A. A rule that allows all outbound connections

B. A rule that denies all inbound connections

C. A rule that blocks all inbound port 25 connections
D. A rule that blocks all outbound connections

E. A rule that allows all inbound port 80 connections

Answer: A,B
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