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Question: 1

What is the primary objective of conducting vendor security assessments?

A. Negotiating contract pricing

B. Identifying and managing third-party risk
C. Reducing internal audit workload

D. Accelerating vendor onboarding

Answer: B

Which data classification typically requires the strongest access controls and monitoring?

A. Public data

B. Confidential data
C. Sensitive data

D. Regulated data

Answer: D

Secure decommissioning of systems primarily ensures which security outcome?

A. Improved system availability
B. Prevention of data remanence
C. Faster asset replacement

D. Simplified patch management

Answer: B

Question: 4

Which two factors should be evaluated when selecting the placement of security appliances?
(Select two.)
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A. Network traffic flow patterns
B. Device cosmetic appearance

C. Failure impact and redundancy
D. End-user preference

Answer: A,C

An organization measures how well existing controls reduce identified risks and compares results
against target risk levels. What activity is being performed?

A. Threat modeling

B. Control effectiveness validation
C. Vulnerability scanning

D. Incident response testing

Answer: B

Which access model provides secure connectivity to internal resources without extending the internal
network to the client?

A. Site-to-site VPN

B. Network-layer remote access VPN
C. Zero Trust network access

D. Layer 2 tunneling

Answer: C

Mapping adversary behavior to tactics, techniques, and procedures (TTPs) primarily supports which
security activity?

A. Asset inventory management
B. Threat modeling and attribution
C. Patch deployment scheduling
D. Data classification enforcement
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Answer: B

Question: 8

Why are documented rollback procedures critical in security-focused change management?

A. They ensure rapid recovery if a change introduces risk
B. They reduce audit scope

C. They eliminate the need for testing

D. They replace incident response plans

Answer: A

Question: 9

What is the primary security benefit of deploying a honeypot within an enterprise network?

A. Blocking malicious traffic at the perimeter
B. Detecting attacker behavior and techniques
C. Encrypting sensitive data stores

D. Enforcing authentication policies

Answer: B

In a Zero Trust architecture, which assumption fundamentally differentiates it from traditional
perimeter-based security models?

A. Every access request must be continuously verified
B. Encryption is optional within trusted zones

C. Trust is granted after initial authentication

D. Internal networks are inherently trusted

Answer: A
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